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2022 presented a series of lessons that anti-corruption compliance risks do not arise in a vacuum 
but are often shaped by larger geopolitical events and trends. The global political and economic 
landscape is in a state of flux, and themes that became prominent in 2022 such as economic 
decoupling, de-globalization and heightened tensions among global powers are likely to continue 
shaping compliance trends in the coming year. 

Sanctions, export- and trade controls will likely continue to be a dominant anti-
corruption compliance theme in 2023 
In 2022, the maritime industry struggled to keep pace with the rapidly escalating sanctions, 
export and trade control regimes. 
It is expected that sanctions, export- and trade controls will continue to require significant 
compliance resources in 2023. Sanctions regimes against Russia are unlikely to be relaxed in 
the short term, and there may be potential for more targeted and comprehensive sanctions 
directed at the Iranian and Belarusian regimes. An exception may be Venezuela, which 
appears less politically isolated than it was a year ago. 
 
With growing geopolitical tensions across various regions of the world, there is a significant 
risk of more trade restrictions coming, which in turn, leads to a proliferation of compliance-
related risks. 
 
Human rights due diligence 
In 2023, compliance officers operating out of Europe can expect a growing focus on human 
rights-related due diligence. A number of European countries, such as France, Germany and 
Norway have already implemented laws making human rights due diligence mandatory. An EU 
directive is expected in the near future (although not necessarily in 2023).  
 
In October 2022, the European Platform on Sustainable Finance published a final report on 
minimum safeguards against activities that have negative impacts on human rights. The report 
identifies anti-corruption and bribery as one of the key topics against which any minimum 
standards should be defined.In December 2022, the European Council adopted its general 
approach to corporate sustainability, which oblige companies with more than 1000 employees 
to undertake human rights due diligence throughout their value chain. In February 2022, the 
EU Commission adopted its proposal for an EU Human Rights Due Diligence Directive. 
 

https://www.economist.com/the-americas/2022/11/27/president-joe-biden-starts-to-lift-sanctions-on-venezuela
https://www.economist.com/the-americas/2022/11/27/president-joe-biden-starts-to-lift-sanctions-on-venezuela
https://www.daato.net/articles/france-due-diligence-law-and-what-it-means-for-companies
https://www.business-humanrights.org/en/latest-news/german-due-diligence-law/
https://www.forbrukertilsynet.no/the-transparency-act
https://finance.ec.europa.eu/system/files/2022-10/221011-sustainable-finance-platform-finance-report-minimum-safeguards_en.pdf
https://finance.ec.europa.eu/system/files/2022-10/221011-sustainable-finance-platform-finance-report-minimum-safeguards_en.pdf
https://www.consilium.europa.eu/en/press/press-releases/2022/12/01/council-adopts-position-on-due-diligence-rules-for-large-companies/
https://www.consilium.europa.eu/en/press/press-releases/2022/12/01/council-adopts-position-on-due-diligence-rules-for-large-companies/
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1145
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It is likely that an eventual directive will contain some requirements for related areas such anti-
corruption, governance, sanctions compliance, anti-money laundering and countering the 
financing of terrorism (AML-CFT).  
 
More foreign policy instruments for targeting transnational corruption  
At the beginning of 2022, we wrote that a key ongoing trend is that a growing number of states 
have begun to view the fight against corruption through the prism of national security. Most 
indicators suggest that such strong rhetoric will continue, and several states are now expected 
to create new laws and foreign policy tools directly targeting actors who engage in transnational 
corruption. This may include legal and policy instruments, targeting the so-called enablers of 
global illicit financial flows (such as accountants, lawyers, financial institutions and real estate 
brokers).  
 
The United States could get to pass the ENABLERS act, just as the United Kingdom passed the 
Economic Crimes Bill.  European Commission President Ursula Von Der Leyen mentioned in a 
speech in September 2022 that the EU is planning to develop an anti-corruption sanctions tool, 
and the EU HRVP, Josep Borell, is expected to announce that the European External Action 
Service will begin work on this tool soon. This would mean that the EU would be able to sanction 
entities solely because they are engaged in corrupt activities. However, a significant amount of 
legal and political work must go on beyond the scenes for such a regime to be rolled out in the 
EU.  
 

Beneficial ownership will be subject to intense debate  
An important event of 2022, was the ruling of the Court of Justice of the European Union 
(CJEU) that ultimate beneficial ownership (UBO) information of companies incorporated in an 
EU member state should not be accessible in all cases to any member of the general public (as 
was stated in the 2019, 5th Anti-Money Laundering Directive). Allegedly, the 5th Anti-Money 
Laundering Directive did not adequately safeguard privacy concerns by making UBO data 
available to all. While, the CJEU has since stated that it does believe a UBO register should be 
widely available, this decision has been criticized for making it more difficult for both civil society 
and private sector to counter dirty money and corruption.  
 
Overall, however, there is still a global persistent trend towards increased corporate beneficial 
ownership transparency  
 

Anti-corruption compliance trends specifically relevant to the shipping sector 
 
The continued rise of the shadow fleet 
The war in Ukraine, and a comprehensive sanctions program against Russia, has led to a 
growing shadow fleet. According to analysts, the number of tankers that sail without active AIS 
systems has grown substantially. At the onset of 2023, we are witnessing a growing number of 
unregistered vessels sailing illegal and/or illicit cargo. This constitutes not only a maritime 
compliance challenge but also, increasingly, a maritime security challenges. 
 
The price cap on oil that was implemented by the so-called price cap coalition, consisting of 
the G7 countries, the European Union and Australia, at the end of 2022 could also be an 
indicator of what is to come. A price cap like the one imposed have rarely been implemented in 

https://www.whitehouse.gov/briefing-room/statements-releases/2021/12/06/fact-sheet-u-s-strategy-on-countering-corruption/
https://www.congress.gov/bill/117th-congress/house-bill/5525?s=1&r=86
https://bills.parliament.uk/bills/3339
https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-11/cp220188en.pdf
https://www.politico.eu/article/opinion-maira-martini-russia-sanctions-enforcing-accountability-european-union/?utm_source=linkedin&utm_medium=social&utm_campaign=WEEU%2Cdirtymoney
https://www.openownership.org/en/map/
https://www.openownership.org/en/map/
https://www.theguardian.com/world/2022/dec/06/dark-activities-of-russian-linked-oil-tankers-has-doubled-analysis-shows
https://lloydslist.maritimeintelligence.informa.com/LL1143391/Tankers-West-African-waters-evolve-as-tanker-spoofing-centre-as-dark-fleet-increases-in-size-and-notoriety?utm_source=sfmc&utm_medium=email&utm_campaign=Lloyd%27s%20List%20Daily%20(Tues%20-%20Fri
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practice, and the nature of the cap itself – as well as the mechanisms used to enforce it - is set 
to be reviewed regularly. As a result, enforcement mechanisms can change quickly, and those 
subject to restrictions, such as the growing Shadow Fleet, could do a great deal to adjust 
accordingly.  
 
More complex deceptive shipping practices 
As more ‘traditional’ sanctions evasion methods (such as ‘going dark’, by turning off the AIS) 
have been easier to recognize, deceptive practices have become more complex. According to 
Windward, some of the most significant emerging methods of deceptive shipping are the use of 
zombie vessels (vessels that have supposedly been scrapped but are still in operation) and AIS 
handshakes (in which one vessel assumes another’s identity). Identity laundering, tricking the 
IMO into providing a clean “shell ID”, is increasingly used by actors such as North Korean PEPs. 
Other widely used strategies for deceptive practices include various forms of manipulation with 
Global Navigation Satellite System manipulation or stealing the identity of other vessels. 
 
To support sanctions-violating vessels, a number of enabling structures for deceptive are also 
becoming increasingly prominent. For instance, 2022 saw a growing use of unauthorized flags - 
in which countries’ see their flags used without their knowledge and authorization. Some of these 
countries do not even have an open ship registry. Another concerning (albeit not new) trend 
enabling illicit shipping practices are alternative P&I clubs that allegedly provides P&I cover to 
various sanctioned entities. One example of such is the “East of England P&I”, registered in 
Cyprus which has no connection to the International Group of P&I Clubs. 
  

What will be the role of organized crime in the industry?  
2022 saw a substantial amount of high-profile narcotics cases, highlighting how corruption in 
ports can enable criminal networks to predate on the industry. A case in point was in October 
2022, when Italian authorities arrested 31 members of a network of corrupt port workers in the 
port of Gioia Tauro – one of the largest seaports in Europe. The network was responsible for 
assisting the ‘Ndrangheta with trafficking of cocaine in return for a commission. Larger 
research projects, show that the Gioia Tauro case is far from unique, neither in Italy nor in 
Europe and that criminal networks are adept at exploiting several corruption vulnerabilities in 
port governance. It is highly likely that organized criminal networks continues to exploit these 
weaknesses and that 2023 will continue to bring a high number of cases.  

About Us 
The Maritime Anti-Corruption Network (MACN) is a global business network working toward 
its vision of a maritime industry free of corruption that enables fair trade to the benefit of 
society at large.  MACN has become one of the preeminent examples of an industry-led 
collective action to eliminate corruption.   
Website: MACN.dk     Contact: macn@macn.dk   

https://www.reuters.com/business/energy/eu-discussing-russian-oil-price-cap-60barrel-with-bi-monthly-review-2022-12-01/
https://www.ft.com/content/cdef936b-852e-43d8-ae55-33bcbbb82eb6
https://windward.ai/blog/2022-windwards-maritime-risk-summary/
https://sanctionscanner.com/blog/an-emerging-threat-vessel-identity-laundering-527
https://c4ads.org/reports/unmasked/
https://windward.ai/content/hiding-in-plain-sight-not-all-that-transmit-are-legit/
https://cimsec.org/unauthorized-flags-a-threat-to-the-global-maritime-regime/
https://lloydslist.maritimeintelligence.informa.com/LL1135759/Iranlinked-shipowners-list-littleknown-East-of-England-PI-Club-for-tanker-cover
https://www.europol.europa.eu/media-press/newsroom/news/italian-operation-takes-down-corrupt-port-workers-facilitating-%E2%80%98ndrangheta-drug-trafficking-activities
https://link.springer.com/article/10.1007/s12117-020-09400-z
https://see.globalinitiative.net/hotspots/ports/port-vulnerabilities
https://see.globalinitiative.net/hotspots/ports/port-vulnerabilities
mailto:MACN.dk
mailto:macn

